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DEFINITION
An acceptable use of technology policy defines the capabilities and limitations of the use
of information technology resources to ensure that these resources are available to all
approved users and that the use of technology complies with state and federal laws.
Information technology resources include, but are not limited to, all PASSHE/University
owned or operated hardware, software. computing equipment, systems. networks,
programs. personal data assistants, cellular phones, fax, telephone. storage devices. cable
television, input/output. connecting devices via either a physical or wireless connection
regardless of the ownership of the device connected to the network, and any electronic
device issued by the System or Mansfield University.
Mansfield University encourages the responsible use of its information resources. The
use of information resources is for Mansfield University academic activities. research,
and public service. Access to Mansfield University's information resources is, however. a
privilege. All users of the information resources should act responsibly to maintain the
integrity of these resources.
PURPOSE
It is the intention of this policy to encourage the responsible use of information resources
for all persons or entities who have access to the technological resources of the
Pennsylvania State System of! ligher Education (PASSI IE) and Mansfield University.
Nothing herein is intended to contradict or conflict with applicable federal and state laws
or regulations.
Furthermore, all users must abide by all existing University codes of conduct, policies
and guidelines as well as by local. state, and federal statutes. Mru,sfield Universi.ty
reserves the right to limit restrict. or extend privileges and access to its resources.
SCOPE
This policy applies to all Mansfield University faculty, staff, students. contractors and
guests who use the University's infom1ation resources.
FORMS
No fonns are needed in the execution of this policy.
RESPONSTBTUTY
The Campus Technologies Division (CT) is responsible for creation, modification, or
deletion of this policy.

•

Attempting to monitor another user's data communications or network traffic,
except as necessary by Campus Technologies when properly authorized.

User Responsibilities:
• Respect for the rights of others is imperative. Civil discussion is at the heart of a
university community and based upon a respect for individuals as well as a desire
to learn from others. While debate on controversial issues is inevitable and
essential, bear in mind that it is the user's responsibility to do so in a way that
actually advances the cause of learning and mutual understanding.
•

The following type of information or software cannot be placed on any
University-owned computer system or network:
•

That which infringes upon the rights of another person

•

That which may injure someone else and/or lead to a lawsuit or criminal
charges; this includes, but is not limited to, pirated software, copyrighted
software or media that the user is not entitled to distribute, destructive
software, pornographic materials, or libelous statements.

•

Users must not run or install on any of the computer systems, or give to
another, a program that could reproduce itself or result in the eventual
damage to a file, computer system, or network. This is directed towards. but
not limited to, the classes of programs known as computer viruses, Trojan
horses, and worms.

•

Users must not mask or attempt to mask the identity of the account or
computer that they are using. For example, pointing a non mansfield.edu
domain nan1e at a host within Mansfield University's address space.

•

Users are responsible for the security of their passwords. This includes
changing passwords on a regular basis and properly securing them.

Users arc expected to:
• Check email often and delete unnecessary messages from the server
immediately. If email is not attended to regularly, the system administrator
reserves the right to remove messages to maintain system integrity.
•

Report unauthorized use of his/her account.

•

Frequently make backup copies of his/her work and store lbem securely to
ensure against loss.

•

Be sensitive to the public nature of the shared computing facilities and take
care to refrain from transmitting to others in any location inappropriate
images, sounds, or messages which might reasonably be considered
harassing, threatening, defamatory, or fraudulent.
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